Department of PNse

1, CLEARANCE AND SAFEGalARDING

Contract Security Classific®bn Specification
(The requirements of the DoD Industrial Security Manual
apply to all security aspects of this offorr.)

a. FACILITY CLEARANCE REQUIRED
TOP SECRET

B, LEVEL OF SAFEGUARDING REGQUIRED
TOP SECRET

2. THIS SPECIFICATION 1S FOR: (x and complete as applicabie)

3. THIS SPECIFICATION IS: (x and complele as applicable)

Classified material received or generated under

NO0O167-96-D-0010 & -95-D-4007

D a. PRIME CONTRACT NUMBER E a. ORIGINAL (Complets dale in all cases) CATE (YYMMOG}
000508
D b. SUBCONTRACT NUMBER D b. REVISED (Supersedss ali previous specs) REVISION NO. DATE (YYMMDD)
T [ SOUCITATION OR GTHER NUMBER | DUE DATE (YYMINDD) T | © FINAL (Complets tom 5 n a1 cases) DATE (7Y WMD)
NOG167-01-R-0032
4. 15 THIS A FOLLGW-ON CONTRAGT? B4 YES [ NO. I YES, complete the fallowing:

{Pracading Cortract Numbs) is transferred to this follow-on confract.

e ——————

5. 1S THIS A FINAL DD FORM 2547

O Yes [X

In response to the contractor's
request dated

NC. If Yes, compiete the following:

. retention of the identified classifisd material is authonzed for the period of

6. CONTRACTOR (mnouce Gommeeaal e ol Enity {CAGE) Cadts)

a. Name, Address, And Zip Code b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code}
DEFENSE SECURITY SERVICE
T80 TBD LOCATION TBD
7. SUBCONTRACTOR
a. Name, Address, And Zip Code b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Addrass, and Zip Code}
8. ACTUAL PERFORMANCE
a, Location b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Wame, Addmess, and Zip Cods)
TO BE CARRIED OUT iN SCIFs AT THE NATIONAL MARITIME APPROPRIATE S50's
INTELLIGENCE CENTER
9, GENERAL IDENTIFICATION OF THIS PROCUREMENT
S —— — M —
40. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
A. COMMUNICATIONS SECURITY (COMSEC) INFORMATION [:| E A. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT D E_
ANOTHER GONTRACTOR'S FACILITY OR A GOVERNMENT
ACTIVITY
B. RESTRICTED DATA D E B. RECEIVED CLASSIFIED DOCUMENTS ONLY D E
C. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION [ bd |C- RECEIVE AND GENERATE CLASSIFIED MATERIAL (] D
D. FORMERLY RESTRICTED DATA D m D. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE D E
E. INTELLIGENCE INFORMATION: {:I E:l E. PERFORM SERVICES ONLY D E
") Sensitive Comparimented Tniormation (SCT) "0 1 [ [F FAVEACGESS TO US CLASSIFIED INF CRMATION OUTSIDETHE (59 |1
118, PUERTO RICC, U.5. POSSESSIONS AND TRUST TERRITORIES
(2 Non-SClI E D . BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL D
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION
CENTER
F. SPECIAL AOCESS INFORMATION m g H. REQUIRE A COMSEC ACCOUNT D E
G. NATO INFORMATION O I. HAVE TEMPEST REQUIREMENTS o |0
H. FOREKSN GOVERNMENT INFORMATION D E 1. HAVE OPERATIONS SECLRITY (DPSFC) REQLIIRFMENTS E EI
I, LIMITED DISSEMINATION INFORMATION X [] [K BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE O X
J. FOR OFFICIAL USE ONLY INFORMATION D D L. OTHER {Specify) E D
; HAVE CAPABILITY FOR AIG
K OTHER{Speci) O | @ | CLASSIFIED PROCESSING ° O O
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12. PUBLIC RELEASE. Any information (cla&iﬁ’mc\assrﬁed) pentaining to this contract shall not be released forﬁminalion except as provided by the Industrial Security
wanual or unless it has been approved for public relesse by appropriate U.S. Government authonty, Proposed public reX s shaill be submitted for approval prior to release

[0 Direct O Through (Specify}:

NO RELEASE AUTHORIZED

to the Directorate for Freedomn of Information ana Securly Review, Gffice of e Assistaut Secretary of Defense  (Public Afairs) * for review.
In the case of non-DOD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANGE. The security classification guidance needed for this classified effort is identilied below. if any dificully is encountered in applying this guidance or if any
other contributing factor indicates a need for changes in this guidance, the contractor is autherized and encouraged to provide recommended changes; to challenge the guidance of the
classification assigned to any infermation or materiat furnished or generated under this contract; and to submit any gquestions for interpretation of this guidance to the official identified
below. Pending final decision, the information involved shail be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriale for the
classitied effor!. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needted to provide compiete guidance.)

SEE ATTACHED SHEETS

EsTimaTED CompLETION DATE COGNIZANT COTR//PROGRAM MANAGER, Name, Cope, TEL. No.,
T
14, ADDITIONAL SECURITY REQUIREMENTS, REQUIREMENTS, IN ADDXTION TO ISM REQUIREMENTS, ARE ESTABLISHED FOR THIS CONTRACT. {1 Yes, identily he E Yes D No

pertinent contractual clauses in the contrect document flasl, or provide &n appropriate statament which idenbfies ihe additional reguiraments. Provids a copy of the
requirements to the cognizant securily office. Lise lism 13 ¥ adaitional space is needed)

THIS CONTRACT REQUIRES ACCESS TO SCI ONLY AT THE NATIONAL MARITIME INTELLIGENCE CENTER

15, INSPECTIONS. Blements of tus contract are cutside the Inspection responsibilty of the cognizant security office. (i Yas, expiain and identily specific arees or D YES E No
alernents carved out and the activity responsibie for inspections. Uss Hem 13 if additional space is needed )

16. CGERTIFIGATION AND SIGNATURE. Secuiily requilements stated herein are complete and adequate for eafeguarding the classified information to be released or generated under
this classified effort. All questions shall be referred to the official named below.

8, TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (INCLUDE AREA CODE)
ALAN C. BOULEY SPECIAL SECURITY OFFICER {301) 227-1943

d. ADDRESS (inciude Zip Code): 17. REQUIRED DISTRIBUTIO

NSWCCD E 8. CONTRACTOR

SPECIAL SECURITY OFFICE, CODE 2101 b. SUBCONTRACTOR

9500 MACARTHUR BLVD, WEST BETHESDA, MD . COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

P
€. SIGNATURE & d. U.S ACTMITY RESPONS!IBLE FOR O SECURITY TION
X

Plon (.t

8. ADMINISTRATIVE CONTRACTING OFFICER

. OTHERS AS NECESSARY

DD Form 254 Reverse, DEC 90 /



ATTACHMENT TO DD 254

BLOCK 13

SECURITY GUIDANCE

A.

Access to classified information within the contractor’s plant will be on a “need-to-know”
basis.

All generated classified documents will include the following statement: “Further
dissemination only as directed by Commander, Carderock Division Naval Surface Warfare
Center (Code 7300)",

The following classification instructions apply and will be forwarded by separate
correspondence as stated in item 14.b.(2): OPNAVINST S5513.5B

Encl: (34) Sonar & Acoustic Warfare Technical Information
and ONI LTR SER 7/0263 of 15 Oct 97
Access to, and custodial responsibility for, classified material at Naval Activities outside
CONUS is authorized. Unless otherwise specified, such classified material will be made
available at the Naval activity by the Government technical project coordinator.
Downgrading and declassification shall be in accordance with OPNAVINST 85513.5B.
All classified document and equipment obtained or originated under this contract will be
destroyed or returned when no longer needed or upon termination of this contract in
accordance with the NISPOM,DODINST 5220.22M.

Information on this contract is not releasable to personnel possessing reciprocal clearances
without the written approval of NSWCCD (Code 0028).

Visit requests to activities other than NSWCCD shall have “NEED TO KNOW? certificd by
NSWCCD Project Manager: Code 7300. All requests shall contain the information required
by NISPOM DODINST 5220.22M.

When applicable, all NSWCCD badges will be returned upon completion of the contract or
when no jonger needed.

Approval by the NSWCCD Security Manager or his designee is for Security purposes only.

Contractor may be required to access classified information while on-board a Navy vessel
which may be afloat in international waters.

AIS processing of classified information is required in the performance of the contract.

Use of STU III telephone system is authorized.
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